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Course Description
Course Presentation

The practice of law has changed over the last several decades. A large part of
this change has been the dependence that lawyers generally have developed on
technological tools. From electronic discovery solutions to cloud computing, the
landscape has changed. In response to the evolving technology, the Model Rules
of Professional Conduct have changed in recent years to require lawyers to better
understand, and take a more proactive approach to, technology and client
representation.
All states have adopted changes to Rule 1.1 and a large majority have adopted
Comment 8 to that rule, requiring technology competence. This course will
provide an analysis of the relevant changes and the ABA’s opinions on lawyer
competence and technology. The course will review the technology amendments
and discuss ABA Formal Opinions 477R and 483.

Course Material

This material is intended to be a guide in general and is not legal advice. If you
have any specific question regarding the state of the law in any particular
jurisdiction, we recommend that you seek legal guidance relating to your
particular fact situation.
The course materials will provide the attendee with the knowledge and tools
necessary to identify the current legal trends with respect to these issues. The
course materials are designed to provide the attendee with current law,
impending issues and future trends that can be applied in practical situations.
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Course Learning Objectives and Outcomes
This course is designed to provide the following learning objectives:
This is an in-depth examination in the area and is good for any attorney.

This course does contain Ethics/Professionalism information.
The primary practice areas for this course are Ethics and Professionalism and
Technology and Models Rules of Professional Conduct.
This course contains Ethics/Professionalism information in the area of lawyers’
requirements under various Rules of Professional Conduct.
Participants will develop an understanding about what the Model Rules of
Professional Conduct require a lawyer to understand about technology in order to
be able to competently represent their clients.
Participants will develop an understanding about the need for an attorney to
understand and utilize emerging technology in order to comply with the Rules of
Professional Conduct while effectively representing their clients.
Participants will develop an understanding about accessing an alternative to the
litigation legal system through arbitration.
Participants will develop an understanding about managing client risk exposure
through the use of technology in their practice.
Upon completion of the course, participants should be able to apply the course
material; improve their ability to research, plan, synthesize a variety of sources
from authentic materials, draw conclusions; and demonstrate an understanding of
the theme and concepts of the course by applying them in their professional lives.
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Timed Agenda:
Course Name: Professionalism/Ethics Series: Complying With The Model
Rules of Professional Conduct While Utilizing Emerging Technology In A Law
Practice
Presenter: Dan Cotter
Time

Description

Format
Hours:Minutes:Seconds
00:00:00

ApexCLE Company Credit Introduction

00:00:20
00:00:32

CLE Presentation Title
Model Rules of Professional Conduct and Technology
CLE Presenter Introduction

00:00:45

CLE Substantive Material Presentation Introduction

00:02:17

Look Back to the 1990’s

00:06:48

2001

00:08:39

Rule 34(a)(1)(A)

00:10:27

2011

00:16:53

ELECTRONIC DEVICES AND SMART DEVICES

00:19:10

Basic Office Equipment

00:24:14

Implant Devices

00:26:23

Name Badges

00:29:47

Identity Theft Resource Center

00:33:54

INDUSTRIES MOST IMPACTED BY BREACHES

00:37:26

The Parade of Horribles

00:44:01

The Rules of Professional Conduct

00:45:34

Illinois Rule 1.1 Duty of Competence

00:51:32

ABC’s of CYBER

00:54:46

Illinois Rule 1.6

01:00:25

THE DUTIES OF COMPETENCE AND CONFIDENTIALITY
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01:00:50

Ariz. Bar. Op. 09-04

01:05:11

ABA Formal Opinion 477

01:08:54

ABA Formal Opinion 483

01:15:55

What Laws Might Be Relevant?

01:18:21

APPLYING THE RULES

01:20:03

Working in the Cloud?

01:30:26

FINAL TAKEAWAYS

01:34:37

Presenter Closing

01:34:46

ApexCLE Company Closing Credits

01:34:53

End of Video

Disclaimer
The materials in this presentation are intended to provide a general
overview of the issues contained herein and are not intended nor should they
be construed to provide specific legal or regulatory guidance or advice. If you
have any questions or issues of a specific nature, you should consult with
appropriate legal or regulatory counsel to review the specific circumstances
involved. Views expressed are those of the speaker and are not to be attributed
to his firm or clients.
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Introduction
Professionalism should be a part of every Illinois lawyer’s daily practice. It is not
enough to memorize the ABA Model Rules, the Illinois Rules of Professional
Responsibility or your local jurisdiction’s rules. Creating a legal practice that
reflects ones ethical duties and lives up to the high degree of professionalism
required by an attorney is a daily task and one that cannot be accomplished
without effort. The rules can be unclear and ethical dilemmas can be ambiguous.
However, in many situations there are no excuses; the rules and case law make
clear what is required. There are rules that every attorney should know and
ethical duties that should always be implemented. Most importantly there is help.
If you have an ethical question, there are places to turn to find the answer. This
article will highlight an attorney’s ethical duties, the Illinois Rules of
Professional Responsibility and Support and Programs that are available.
Incorporating this information into your daily practice will not only help you
avoid future difficulties with clients and inevitably the Illinois ARDC, it will
enable you to create a practice that promotes the very fundamentals of attorney
professionalism.

Ethics and Professionalism
Before delving too deeply into the rules and case law, it is essential to distinguish
between ethics and professionalism. Attorney conduct in Illinois is governed by
the Illinois Rules of Professional Conduct. These rules provide the “mandatory,
minimum rules to which attorneys are expected to conform.”1 Essentially they
“constitute a safe guide for professional conduct...”2 While acting within the
bounds of the Code may keep an attorney out of trouble; it does not necessarily
make the attorney ethical. There are dishonest, untrustworthy individuals that do
not break the law. To be truly ethical, one must live beyond the scope of the rules
and instead live by “basic moral principles such as honesty, integrity and
fairness.”3
“Ethics” encompasses “the law of lawyering” and the rules which lawyers must
follow to maintain their good standing before the bar.4 Professionalism includes
1

In re Vrdolyak, 137 Ill.2d 407, 560 N.E.2d 840, 845, 148 Ill.Dec. 243 (Ill. 1990).

2

In re Yamaguchi, 118 Ill.2d 417, 515 N.E.2d 1235, 1239, 113 Ill.Dec. 928 (Ill.1987).

Commission on Professionalism, Professionalism CLE Guidelines,
http://www.2civility.org. (Last reviewed January 10, 2015)
3

Commission on Professionalism, Professionalism CLE Guidelines,
http://www.2civility.org. (Last reviewed January 10, 2015)
4
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ethics but expands to also encompass our values as a profession such as
competence, civility, integrity, and a commitment to justice and the public good.5
When creating the rules, the Illinois Supreme Court clearly intended to create
ethical rules but also speak to a standard of professionalism. As the Preamble to
the Rules states, “Lawyers ... are responsible for the character, competence and
integrity of the persons whom they assist in joining their profession; for assuring
access to that system through the availability of competent legal counsel; for
maintaining public confidence in the system of justice by acting competently and
with loyalty to the best interests of their clients; by working to improve that
system to meet the challenges of a rapidly changing society; and by defending
the integrity of the judicial system against those who would corrupt, abuse or
defraud it.”6

Rules
Social
Norms

Ethics
Professionalism

Attorneys can advance lawyer professionalism by adhering to the ethical rules set
forth by the governing body in their jurisdiction. To understand what to do to
practice within the rules, it is helpful to look at how they are commonly violated.

Commission on Professionalism, Professionalism CLE Guidelines,
http://www.2civility.org. (Last reviewed January 10, 2015)
5

6

134 Ill.2d Preamble
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Goals/Roadmap





A Little Bit of History and Looking Back and Where are We At
Why do you as a lawyer care?
RPCs
Some actual application and some tools for the practitioner

Look Back to the 1990s







1991 – IBM - 30MB storage – 386-FAST! - 2 MB RAM?
Dial Up Modem
Fax Machines and Approvals
1997 - Emails and Internet
AOL was the main email and internet provider
Anyone remember AltaVista?
Google was not “live” until 1998
Mid to late 1990’s – Most famous man on the Internet?

Life was Good – Until 2001






Survived Y2K
First Apple Stores Opened
Xbox Launched
Dot com Boom and Bust
Enron/MCI/Arthur Anderson
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2006 – Amendments to the Federal Rules of Civil
Procedure

E-Discovery
Rule 34(a)(1)(A)- Amendment in 2006
any designated documents or electronically stored information—
including writings, drawings, graphs, charts, photographs, sound
recordings, images, and other data or data compilations—stored in any
medium from which information can be obtained either directly or, if
necessary, after translation by the responding party into a reasonably
usable form; or

2011






Adobe Creative Cloud Announced
Next Learning Thermostat
Steve Jobs Died
Siri Announced
Legal Tech Begins to Emerge

Today and What is Ahead
We now have……
Going BYOD (Bring Your Own Device) – Thousands of schools and companies
around the nation are going “BYOD” to save big bucks by allowing students and
employees to use their own personal mobile devices in the classroom and
office.
A majority of students and adults own the devices necessary for BYOD.
Of adults (18+) surveyed in 2011, percentage ownership of different BYOD
devices is:


Smartphones 85%
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Laptop Computers 52%



Desktop Computers 59%



Tablet/eReader 19%



iPod/MP3 47%

Statistics


2013 – 181.4 million United States users



2017 – was expected to climb to 222.4 million users

More Basic Office Equipment

Implant Devices
The Washington Post, August 1; “Some feared Hackers and the devil.
Others got microchipped.”

Name Badges




WIVB Feature
Boston
Humanyze badges
o Bluetooth
o Infrared
o Motion sensors
o Microphones

While Technology and Data Proliferates
The Hackers have come alive.
Some Basics—Identity Theft Resource Center
http://www.idtheftcenter.org/2016databreaches.html
“The ITRC currently tracks seven categories of data loss methods:
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Insider Theft,


Hacking/Skimming/Phishing,



Data on the Move,



Subcontractor/Third Party/BA,



Employee error/Negligence/Improper disposal/Lost,



Accidental web/Internet Exposure, and



Physical Theft.”

Some sobering numbers from ITRC
January 1, 2005 to June 30, 2019
Number of Breaches = 10,502
Number of Records = 1,505,381,071

Industries Most Impacted by Breaches
2018 data (Baker Hostetler Data Security Incident Response Report):
Business and Professional Services 17%

Why Do We as Lawyers Care?
The Parade of Horribles


Inadvertence, mistake: Law Firm’s Documents Dumped in Trash,
Gainesville Times, October 16, 2011.



Cyber attack:



Physical Security. Laptop Stolen from Law Offices of David A. Krausz,
Sensitive Info at Risk, Softpedia.

Wiley Rein Hack LLP Hack (2011).
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Insider threats: Orrick breach.



Readers of WSJ on 3/29/2016: “Hackers Breach Law Firms, Including
Cravath and Weil Gotshal”



Edelson Law putative class action against Johnson & Bell (N.D. IL 2016)
and what has since happened



Real Estate closings



Foley and Lardner recent breach incident

Why? Are you Worried? Should You Be?
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Rules of Professional Conduct
Some Relevant Ethical Rules






Illinois Rule 1.1 (Competence)
Illinois Rule 1.6 (Confidentiality of Information)
Illinois Rule 1.4 (Communication)
Illinois Rules 1.15, 1.16 (Duty to Safeguard Client Property)
Illinois Rules 5.1, 5.2, 5.3 (Duty of Supervision)

Illinois Rule 1.1 – Duty of Competence
A lawyer shall provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness and
preparation reasonably necessary for the representation.
Rule 1.1 includes competence in selecting and using technology. It requires
attorneys who lack the necessary technical competence for security (many, if
not most attorneys) to consult with qualified people who have the requisite
expertise.
Comment [8] MRPC: To maintain the requisite knowledge and skill, a lawyer
should keep abreast of changes in the law and its practice, including the benefits
and risks associated with relevant technology, engage in continuing study and
education and comply with all continuing legal education requirements to which
the lawyer is subject.

Relevant Laws Relating to Legal Obligations
All 50 states and DC have adopted ABA Model Rule 1.1 (either in whole or
with modifications).
At least 36 states have adopted Comment 8.

Florida Rule
September 30, 2016- every lawyer admitted to Florida Bar must take three
hours of technology- related CLE during a three-year cycle.
9/20/2018- North Carolina Supreme Court approved the requirement
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ABC’S OF CYBER



























AI
Bitcoin
Cyber insurance
Data privacy
E-discovery and e-sign
Fintech
GDPR
Health information
IOT
Jurisdiction/Japan
Korea
Litecoin
Masters Conference
Notice of Breach
Online privacy
Privacy Shield
Quotes
Ransomware
Soviet Union aka Russia
Target
Uganda
Victims
Wannacry ransomware
XHTML
Yahoo
Zip files

Illinois Rule 1.6 – Duty of Confidentiality
Illinois Rule 1.6(e) (amended October 15, 2015, effective January 1, 2016)
“A lawyer shall make reasonable efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthorized access to information relating to
the representation of a client.”
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Comments to Illinois Rule 1.6
Acting Competently to Preserve Confidentiality
[19] When transmitting a communication that includes information relating
to the representation of a client, the lawyer must take reasonable precautions
to prevent the information from coming into the hands of unintended
recipients. This duty, however, does not require that the lawyer use special
security measures if the method of communication affords a reasonable
expectation of privacy. Special circumstances, however, may warrant special
precautions. Factors to be considered in determining the reasonableness of the
lawyer’s expectation of confidentiality include the sensitivity of the information
and the extent to which the privacy of the communication is protected by law
or by a confidentiality agreement. A client may require the lawyer to
implement special security measures not required by this Rule or may give
informed consent to the use of a means of communication that would
otherwise be prohibited by this Rule.
Comment to Model Rule 1.6, now in comments to Illinois Rule, effective
January 1, 2016
[18] Factors to be considered in determining the reasonableness of the
lawyer’s efforts include, but are not limited to, the sensitivity of the
information, the likelihood of disclosure if additional safeguards are not
employed, the cost of employing additional safeguards, the difficulty of
implementing the safeguards, and the extent to which the safeguards adversely
affect the lawyer’s ability to represent clients (e.g., by making a device or
important piece of software excessively difficult to use).

What does your client want?
Illinois Rule 1.6, Comment [19]:
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“A client may require the lawyer to implement special security measures not
required by this Rule or may give informed consent to forgo security measures
that would otherwise be required by this Rule.”

The Duties of Competence and Confidentiality
Ariz. Bar. Op. 09-04
Lawyer encrypted files, installed layers of password protection, randomly
generated folder names and passwords, and converted each document to PDF
format that required password.
•
“In satisfying the duty to take reasonable security precautions, lawyers
should consider firewalls, password protection schemes, encryption, anti-virus
measures, etc.”
•

The duty “does not require a guarantee that the

system will be invulnerable to unauthorized access.”

Duty to Safeguard Client Property
Illinois RPC 1.15(a)
“A lawyer shall hold property of clients or third persons that is in a lawyer's
possession in connection with a representation separate from the lawyer’s own
property.... Other property shall be identified as such and appropriately
safeguarded.”

ABA Formal Opinion 477 (May 11, 2017)
•

Unencrypted generally okay

•

But special circumstances/laws may require.

•
Lawyer must make “reasonable efforts to prevent inadvertent or
unauthorized access”
•

Includes a “reasonable efforts” balancing
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•
Concludes that: “A lawyer generally may transmit information relating
to the representation of a client over the Internet….where…has undertaken
reasonable efforts….”

Nuts and Bolts of ABA Formal Opinion 477
-

What does it say?

-

What if anything does it mandate?

-

Does it change the landscape?

-

What should lawyers do to address?

ABA Formal Opinion 483 (October 10, 2018)
Alert for Attorneys on webinar:


“Lawyer’s Obligations After
Cyberattack,” available at

an

Electronic

Data

Breach

or

https://www.americanbar.org/content/dam/aba/administrative/profe
ssional_responsibility/aba_formal_op_483.pdf


Imposes obligations on lawyers to advise clients of breaches as part of
duty to keep clients informed about matters.

Notes that “compliance with statutes such as state breach notification laws,
HIPAA, or the Gramm-Leach-Bliley Act does not necessarily achieve compliance
with ethics obligations.”

Termination of Representation
Illinois RPC 1.16(d)
“Upon termination of representation, a lawyer shall take steps to the extent
reasonably practicable to protect a client's interests, such as giving reasonable
notice to the client, allowing time for employment of other counsel,
surrendering papers and property to which the client is entitled and refunding
any advance payment of fee or expense that has not been earned or incurred.
The lawyer may retain papers relating to the client to the extent permitted by
other law.”

Other Applicable Rules
Duty to supervise (Rules 5.1 and 5.3) Illinois Rule 5.1(a):
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“A partner in a law firm, and a lawyer who individually or together with other
lawyers possesses comparable managerial authority in a law firm, shall make
reasonable efforts to ensure that the firm has in effect measures giving
reasonable assurance that all lawyers in the firm conform to the Rules of
Professional Conduct.”

Duty to supervise (Rules 5.1, 5.2 and 5.3)
Illinois Rule 5.3:
“With respect to a nonlawyer employed or retained by or associated with a
lawyer:
(a) The lawyer, and, in a law firm, each partner, shall make reasonable
efforts to ensure that the firm has in effect measures giving reasonable
assurance that the nonlawyer's conduct is compatible with the professional
obligations of the lawyer and the firm;

Warning to client?
•You are obligated under Rule 1.4 to warn your client about the risk of using
electronic communications where there is a significant risk that a 3d party may
gain access.
•E.g., when representing a company employee, employer could read/access
the email.
•And a warning may not be enough – you may be required to recommend to
the client methods of ensuring that electronic communications remain
confidential.

•ABA Formal Op. 11-459 (8/4/11)
•Texas Opinion No. 648
And that’s not all…
Duty to Former clients?
Model Rule1.9(c)
“[A] lawyer who has formerly represented a client in a matter or whose
present or former firm has formerly represented a client in a matter shall not
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thereafter ... reveal information relating to the representation except as these
Rules would permit or require with respect to a client.”

What laws might be relevant?
•
•
laws)

Mass. Security Regulations (201 CMR 17.00)
Data Breach Notification laws (47 states, including Illinois have these

•

HIPAA/HITECH

•

Gramm Leach Bliley

•

Data Security Laws

•

Fiduciary Duty?

•

Malpractice laws?

•

Your emails?

•

Your trash?

Applying the Rules
•

Your desk and office?

•

Working at a coffee shop?

•

Your workspace at home?

•

Portable data storage devices?

•

Your laptop?

•

Working in the “cloud”?

Trash and recycling
Shred everything privileged or confidential.
When in doubt, or when you don’t know:
Shred.

Your office and your files
Are you working with hard copies of sensitive information, like Protected
Health Information (PHI) or Personally Identifiable Information (PII)?
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Can you use the Wifi at Starbucks?

THE STATE BAR OF CALIFORNIA FORMAL OPINION NO. 2010-179
•

Short answer: probably, if you take appropriate steps.

•
Before using a particular technology in the course of representing a
client, an attorney must take appropriate steps to evaluate: 1) the level of
security attendant to the use of that technology, including whether reasonable
precautions may be taken when using the technology to increase the level of
security; 2) the legal ramifications to a third party who intercepts, accesses or
exceeds authorized use of the electronic information; 3) the degree of
sensitivity of the information; 4) the possible impact on the client of an
inadvertent disclosure of privileged or confidential information or work product;
5) the urgency of the situation; and 6) the client’s instructions and
circumstances, such as access by others to the client’s devices and
communications.

Can you use the Wifi at Starbucks?
THE STATE BAR OF CALIFORNIA FORMAL OPINION NO. 2010-179
•
Attorney goes to local coffee shop and uses public Wi-Fi to work on firm
laptop.
•
California state bar applied the multi-factor test, and said, not, an
attorney risks violating his professional obligations unless
•
BUT…”With regard to the use of a public wireless connection, the
Committee believes that, due to the lack of security features provided in most
public wireless access locations, Attorney risks violating his duties of
confidentiality and competence in using the wireless connection at the coffee
shop to work on Client’s matter unless he takes appropriate precautions, such
as using a combination of file encryption, encryption of wireless transmissions
and a personal firewall. Depending on the sensitivity of the matter, Attorney
may need to avoid using the public wireless connection entirely or notify Client
of possible risks attendant to his use of the public wireless connection, including
potential disclosure of confidential information and possible waiver of attorneyclient privilege or work product protections, and seek her informed consent to
do so.”
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What about the Wifi at home?
THE STATE BAR OF CALIFORNIA FORMAL OPINION NO. 2010-179
“[I]f Attorney’s personal wireless system has been configured with
appropriate security features, the Committee does not believe that Attorney
would violate his duties of confidentiality and competence by working on
Client’s matter at home. Otherwise, Attorney may need to notify Client of the
risks and seek her informed consent, as with the public wireless connection.”
•
Citrix: Citrix XenApp offers “end to end” security and is generally
considered secure.
Portable Electronic Storage Devices

Duties of Confidentiality And Competence
What is an attorney’s obligation with respect to information stored on portable
electronic storage devices, such as thumb drives, CD discs, and back- up storage
drives?

What are “reasonable steps”?

What's in your hard drive?
Cloud “I says, Hey! You! Get off of my cloud
Hey! You! Get off of my cloud
Hey! You! Get off of my cloud
Don't hang around 'cause two's a crowd.”- Get Off of My Cloud

Working in the cloud?
•
•
•
•
•
•

Numerous ethical opinions relevant to this topic:
ISBA Ethics Op. 10-01 (July 2009)
ISBA Ethics Op. 16-06 (October 2016)
Affirms ability to use, but reasonable steps
Pennsylvania Formal Opinion 2011-200
North Carolina 2011 Formal Op. 6
New York State Bar Ethics Opinion 842
Alabama Ethics Opinion 2010-2
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•
•
•
•
•

Washington State Bar Advisory Opinion 2215
Iowa Bar Ethic Opinion 11-01
Vermont Ethics Opinion 2010-6
Massachusetts Bar Ethics Opinion 12-03
New Hampshire Ethics Committee Advisory Op. #2012-13/4

ISBA and Cloud
-

July 2009, Opinion No. 10-01- off-site network administrator
2016:
Use of cloud vendor
Focused on 1.1 and 1.16(e)
Did attorney in selecting vendor act “reasonably and competently”?

A Few Words on Lawyers and Cyber Insurance

CONCLUSION AND TAKEAWAYS

Tech
continues to
evolve

Lawyers must
use to be
competitive

Lawyers must
understand
risks and
rewards

Technology
Amendments

Understand
technology

Reasonable
Efforts

Client
Security

Discuss with
clients

Consider risk
management
approaches

© Copyright 2019, All Rights Reserved.

Page 26

Resources for the Legal Professional
ABA Center for Professional Responsibility - www.abanet.org/cpr
Chicago Bar Association - www.chicagobar.org
Commission on Professionalism - www.2civility.org
Judicial Inquiry Board - http://www.illinois.gov/jib
Illinois Board of Admissions to the Bar - www.ilbaradmissions.org
Illinois Department of Financial and Professional Regulation www.idfpr.com/default.asp
Illinois Lawyers’ Assistance Program, Inc - www.illinoislap.org
Illinois State Bar Association - www.isba.org
Illinois Supreme Court - www.state.il.us/court
Lawyers Trust Fund of Illinois - www.ltf.org
MCLE Program - www.mcleboard.org
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